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                                                            Privacy Policy                                        March 2022
This privacy policy explains how your personal and sensitive data is handled in compliance with the current General Data Protection Regulation (GDPR) 2018 at Sheffield Woman to Woman Counselling and Psychotherapy (w2w).  
What personal and sensitive data will be collected and why? 
This will include your name, date of birth, address, email address and telephone number (your personal data). This is so we can be in contact and also to enable you to be identified by your GP or the hospital in an emergency. Also, the name, address and telephone number of an ‘In Case of Emergency’ (ICE) contact. This may be a personal contact of yours, e.g. a family member or close friend, or it may be your General Practitioner (GP) or both. If it is a personal contact of yours then their consent will need to be obtained. If it is your GP then their consent is not required. In addition:
· Your printed name and signature will be on the contract and consent form for legal reasons. 
· Your name and email address will be on the electronic consent form for legal reasons.

· Your name will be on the ICE consent form if one is required. 
· Other information recorded will be hand written case notes for good practice and insurance purposes. 
· Information regarding financial transactions will be recorded on bank statements and accessed on an online app on my phone. The phone is password locked as is the online bank app.  
· A record of your payments will be kept on the teletherapy.io platform. You can access this via your portal.  

· If using PayPal your name, address and telephone number are sent to me via email after each payment because this is their procedure. You will need to agree to their terms and conditions. They require that I have two email addresses. Currently one of these is my personal email address. When the receipt email is sent there (because for some reason they send it to both email addresses) I forward it to my secure Hushmail account and delete it from my personal account.    

· Currently the website uses an app called ‘POWr’ to provide PayPal. Your details (but not bank details) are also received by them when you make a payment. They state that they handle personal data in accordance with the GDPR (2018) protocol.  This app is not used if you pay via the paypal.me link but you will need to have and account to use this link.  
· Medical conditions and any use of prescribed medication will be recorded on the contact sheet in case of an emergency.

· It is necessary for your case notes to be identifiable in the event of a court of law requiring access to them. However, a coded system will be used for their storage as explained below.
How will your information be stored?   
Your name, address, email address/communications, phone number and ICE phone number will be held on a password locked mobile phone. Your name and email address/communications will also be accessed on a password locked laptop. Only Clare Fillingham and her professional executor have the passwords for these devices. Her professional executor does not have physical access to these devices until the death or incapacity of Clare Fillingham. 
Your name, address, DOB, email address, mobile no, medical conditions, medication and ICE will be stored on your contact sheet. 
Your case notes will be kept in a locked filing cabinet in a separate compartment from your other documents. They will not have your name on them but will be coded. This code will be slightly different from the one used for your contract and consent form. However, an identifiable link with your notes will be in the code used on the contract and consent form so w2w can synchronise your documents in the event of them being subpoenaed by a court of law.  
Your name with the code for your notes will be kept after your therapy has concluded to ensure your notes can be linked to you if they are requested to be seen by a court of law. This list is kept in a separate filing system in a different building to the notes themselves. (During the Covid 19 crisis these are being kept in the same building but in a different filing system).
A code will be used to record your appointments in the diary. 
On online diary will be used on the teletherapy.io platform and remain within this – it will not be synchronised with any external online diary such as Google. 

The bank statements will be kept on a secure online banking system. 
The emails from PayPal will be deleted as the information is kept on the PayPAl account.

If you signed a consent form electronically which I emailed to you this will be both stored on my secure Hushmail account and printed out and stored in the filing system in the same way hard copies are stored. 
How long will your information be kept for?
Your name, email address, and telephone number will be kept on the electronic devices for the duration of your sessions at w2w. When these are concluded your information will be deleted from these devices. 
Communications via text, email or voicemail throughout the duration of your therapy will be deleted as soon as they are no longer needed. These recorded communications should be restricted to practical and administrative arrangements as far as possible. The exceptions are the electronically signed consent forms and contracts which will be kept for seven years as an email and the hard copies stored manually.  
Your contact sheet and ICE form will be destroyed immediately after your therapy has ended. If we have arranged for follow up sessions the sheet will be destroyed after these have finished. If you want to return in the near future I will ask if you want me to shred you contact details or keep them until your therapy has completely ended.  
Your case notes, contract and consent form will be kept for seven years for insurance and legal reasons. This includes the email that contains the electronic signatures on the consent form if this is how you signed. 
Banks statements can be accessed for seven years before an application has to be submitted to retrieve them. 
PayPal emails will be deleted at the end of each financial year. 
How your information will not be used. 

None of your data will be used for advertising or marketing by w2w. Neither will it be passed on to a third party other than the teletherapy.io platform (see below) an emergency or someone being at risk of harm by you (see below). In this case the relevant statutory body will be informed.    
Under what circumstances might it be necessary to share your data?

If instructed by a court of law.
To your ICE contact and/or doctor in an emergency.

If you pose a threat to Clare Fillingham, or any other counsellor you may see via w2w, yourself or others then the relevant statutory body would be informed.

In the event of you filing a complaint against w2w it is likely that my accrediting, professional membership bodies, insurers and professional advisors and a lawyer will need access to your personal and sensitive data. 

In the event of the death or incapacity of Clare Fillingham her professional executor will need your details to contact you and will be responsible for the over-all management and possible closure of w2w.  

Telephone and Video Sessions
It is not possible to guarantee confidentiality for telephone or online counselling due to the nature of the internet and devices connected to it. Zoom, however, does claim to be a secure platform. You need to agree to their terms and conditions (T&Cs) to download Zoom onto your device. Please see their T&Cs for more details at https://zoom.us/terms. Their privacy policy can be found at https://zoom.us/privacy-and-legal. It is at the client’s own risk to participate in this way but every measure will be taken to follow General Data Protection Regulation (GDPR) (2018) to protect your data and confidentiality. However, the above limitations which are out of my control need to be taken into account. 
Teletherapy.io Online Health Care Platform

This is based in America but is GDPR compliant.

From January 2022 I will be using this online platform to organise my practise. You will need to consent to your information being stored on this. It also includes a video conferencing platform replacing Zoom, an online diary which will not be synchronised with any other form of online diary outside teletherapy.io. Your personal information i.e. your name, email address, DOB, telephone number, medical conditions, medication, doctor’s contact details and emergency contact number (if required) will be kept on this secure system. In some cases, an initial assessment form and subsequent assessment information will also be completed and stored here. HOWEVER, I will NOT use this platform to store your session notes. These will be kept as described above. 
You will also have access to your own portal. Here you can see your appointments, make or cancel appointments, sign the necessary consent form to use teletherapy.io, set up your payments using STRIPE (if you choose to) and message me securely. It will also be a place I can share worksheets etc with you where appropriate. You can also upload completed worksheets to me on here.  
Stripe

Stripe is an online payment processor similar to PayPal and is used by teletherapy.io to automate client payments if this is what the client would like. It is used due to its reputation as being one the most secure and reliable online payment methods currently available. If you find you have difficulty remembering to pay then this is an option to make it easier for you. The payment will be deducted from your account at midnight after your appointment has been completed. If you cancel your appointment then the cancellation policy in the contract still applies.   
Administrative Assistance

My administrator on occasion may have access to your emails and administrative information. She will not, however, have access to your sensitive information i.e. your notes. If you fill in worksheets as part of distance therapy these need to be sent to me via your online portal.
Your rights
You have the right to access your personal and sensitive data including your case notes. If any mistakes have been made in the recording of your information, then you have the right to request that this is rectified. 
You can withdraw your consent for the non-essential processing of your information this is limited as most processing at w2w is deemed essential such as the recording of financial transactions. Mapping out the catchment area of w2w is not essential. Your explicit consent will be obtained for this which you can refuse.  
For more general information regarding privacy please visit the Information Commissioner’s Office website. 
If you have any specific questions for me regarding any of the above then please ask. 
Sheffield Woman to Woman 
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